I. INTRODUCTION
President Bachelet has provided a valuable tour of the challenges facing international law and the difficult hurdles confronting our political leaders. As an admirable trailblazer, she offers a mix of determination, grit, resourcefulness, innovation, and hope to meet these challenges. It is daunting, to say the least, for a judge to be asked to respond to a distinguished president. In this regard, I am very thankful for the principle of separation of powers and will stick to my knitting in offering a perspective from the judicial branch. President Bachelet poses important questions to ask as we explore the frontiers of international law and urges our recommitment to the global system of governance. 1 Asking these questions is fundamental, but as she suggests-and as I want to highlight-764
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[32:3 meeting contemporary challenges requires a multidimensional response, reaching beyond and below the traditional international order.
2
To begin, this means developing new institutions that are outside the traditional order and that tap different approaches, ones not necessarily hide-bound by the state-centered legal order. 3 Hugo Grotius, who laid the foundation for international law, emphasized that institutions must develop principles that lead to legitimacy. 4 I illustrate this key aspect of international law with reference to one of the most challenging frontiers-the Internet.
Second, even as we work toward global solutions, we should redouble our efforts to expand bottom-up approaches by strengthening national courts as a foundation for international law and through rule of law diplomacy. National courts are the front line of international law. 5 Let me turn, then, to the Internet. One of Grotius' "most impressive contributions" was to eschew ad hoc decision-making in favor of "principles that would capture the needs of the world in a given time" and ensure legitimacy in decision-making. 6 Although Grotius may not have envisioned the phenomena of the Internet and the World Wide Web, the Internet illustrates this challenge in real time.
Apropos of the conference theme-frontiers in international lawthe Internet represents both a technological and legal frontier: it is, 
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CHALLENGES AND NEW FRONTIERS 765 in short, a game changer. 7 Although one might argue that the world faced a similar challenge with the telegraph-sometimes called the Victorian Internet-or the telephone, I suggest that the Internet differs dramatically in the speed, scope, and impact of its technological changes. 8 
II. JURISDICTION OF THE INTERNET
To say the Internet is ubiquitous understates its reach. It gives voice to political and civic speech, commercial transactions, debates about human rights and state power, cultural sharing, friends and frenemies, while at the same time it is a platform for cybercrime, sexual exploitation, terrorism, hate speech and more.
9 With more than 3 billion users worldwide, the Internet knows no borders.
10 To be sure, physical aspects of the Internet, such as servers, reside in various states, and "the cloud" is not a stateless creation hanging out in cyberspace.
11
But in so many respects, the lid comes off traditional principles of territorial jurisdiction, national privacy, speech and criminal laws, and legal autonomy based on geographical boundaries in the physical world.
12
As we enter an era where the pace of change is exponential, and 12. See McGregor, supra note 7, at 978 (arguing that changing the conception of a "place" to include non-physical cyberspace could help solve jurisdictional and copyright legal issues regarding the internet).
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[32:3 the reach of the Internet is global, yet decentralized in nature, the need for global governance and legitimacy is heightened. 13 Global decision-making regarding Internet governance represents a new frontier because, most significantly, it has emerged from the expert technical community and not from the traditional sectors of government or established international organizations. 14 This phenomena highlights the growing role for non-state actors, such as the relatively novel "multistakeholder organizations," alphabet-laden groups like ICANN, the Internet Corporation for Assigned Names and Numbers, the World Wide Web Consortium, and the Internet Engineering Task Force, which develops standards for the web.
15
What is striking is the significant role given to civil society organizations, a move away from the traditional grip of international organizations and traditional regulatory models.
16
Despite their successes, much remains unsettled about these organizations and their role in governing the Internet frontier. Questions of accountability and transparency are high on the list. 
[32:3
Beyond novel questions of Internet governance and access, a host of complicated and interrelated legal, social, and moral questions implicate international law.
25
Because the Internet is increasingly integral to every aspect of life, it is unsurprising that its potential uses-for good or for ill-are unbounded. 26 How to answer these questions in a way that harnesses the beneficial, and limits the malignant, downside consequences of the Internet, will be one of the great legal, political, and social challenges of our time.
27
In the area of digital privacy, the Internet presents questions of access, collection, use, and storage of some of our most intimate information, along with key commercial and national security data.
28
The demand for free flow of data often collides with privacy and security interests. 29 The European Union, for example, has a strong data protection protocol. 30 Not long ago, the Court of Justice of the European Union ruled that private companies, like Google, must consider individual requests to have information scrubbed from 
2017]
CHALLENGES AND NEW FRONTIERS 769 search engines. 31 In contrast, the United States does not recognize data privacy as a fundamental right and has no "right to be forgotten," as the European approach has been dubbed. 32 Serious national differences in approaches make it very difficult to harmonize data privacy laws at a time when citizens are demanding protection worldwide. 33 Even so, multinational progress is on the horizon. 34 The European Commission has adopted the European Union (EU)-United States Privacy Shield Agreement, which governs the transfer of data from the EU to the United States. 
[32:3 terrorism. 37 But there is a fine line between fighting hate speech and radicalization by terrorist groups and using national security as a sword to eviscerate free speech and quell dissenting voices.
38
A classic example of the tension arose in the Nazi memorabilia case that was heard in both a court in Paris and in the United States Court of Appeals for the Ninth Circuit.
39 A French organization, La Ligue Contre le Racisme, sued in Paris over the sale of Nazi-related items on Yahoo's auction site. 40 Citing to a prohibition against such sales in the French criminal code, the French court issued an injunction stopping the sales, leading to further litigation in France and the United States. 41 Apart from difficult issues of jurisdiction related to the borderless Internet, the courts faced novel questions about competing values of free speech and combating antiSemitism.
42
Cybersecurity and cybercrime similarly test the limit of international and domestic legal regimes, because the virtual world in which they transpire blurs established dichotomies between international/domestic, civilian/military, internal/external, and state/ non-state that traditionally govern legal responses. 43 As we face continued online harassment and sexual exploitation that involves 37. See Jacob Mchangama, Europe's Freedom of Speech Fail, CHICAGO TRIBUNE (July 7, 2016, 11:20 PM), http://www.chicagotribune.com/news/sns-wpeurope-speech-comment-7d3540e2-446c-11e6-88d0-6adee48be8bc-20160707-story.html (warning European states and policy-makers not to enact too broad a definition of hate speech in internet policy or else democracy will be harmed as even the free speech of innocent comedians and other actors is now being censured).
38. The legal issues spawned by the Internet-from digital privacy to cybersecurity and surveillance-are difficult in a domestic environment and even more complex in an international one. 46 The challenge is to find a balance in governance that provides for accountability, transparency, and international norms that allow for domestic flexibility. It is a tall order, but one that Grotius would have us tackle in the name of legitimacy reflected in both national and international principles.
III. GLOBAL LAW IN DOMESTIC COURTS
This brings me to my second point: we cannot overlook the importance of a strong domestic system as a foundation for effective international law. In his writings, Grotius consistently recognized the interplay between international law and "municipal" law. 47 (finding that a distributed system of criminal sanctions would work better at deterring cybercrime than current systems based on a traditional "real-world urbanization" approach to law enforcement); see Brenner, supra note 43, at 474 (concluding that cyber-technology is altering the concepts of nation-states and boundaries in such an unprecedented way that governments need to reconceptualize how they respond to threats like cybercrime). Without a firm base, global governance will remain illusory. 49 Although I share President Bachelet's belief that some global issues must be met with a coordinated and consistent response, such as the refugee crises, there are also many situations in which local actions honor our commitment to international law and human rights. 50 On a practical level, because there are so few truly international courts, it usually falls to national courts to give life to international law. 51 With that in mind, I reflect on how domestic and regional courts use bottom-up approaches to respect international law, empower actors at the local and national levels, and infuse international norms into domestic systems.
Global Initiative To Combat Child Sexual Exploitation Leads To 303
52
At both the local and national levels, courts are a central means of making law and government accessible and relevant to the public and educating citizens about their legal rights and remedies. 53 Law, at its best, is not an obscure and arcane code of rules understood only by practitioners, but rather is a means to promote confidence in the Courts also act as legitimizing institutions by applying the law in an impartial and independent way. 58 Judges do much to underscore their own legitimacy by acting independently, with strong judicial ethics, and by supporting access to justice without regard to status, race, gender, gender identity, religious beliefs, economic means, or political connections. 59 The legitimacy of the judicial system is a key component in ensuring that international human rights and humanitarian principles are taken seriously within a national 59. Independence and Impartiality of Judges, Prosecutors And Lawyers, supra note 55, at 115 (reiterating that as a judge, "their duty is and remains to apply the law").
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[32:3 system. 60 International norms are inculcated into domestic systems through Grotius's key principle that "agreements must be kept." 61 The Venice Commission's Rule of Law Checklist echoes that sentiment by asking: "Does the domestic legal system ensure that the State abide by its biding obligations under international law? In particular: does it ensure compliance with human rights law, including the binding decisions of international courts? Are there clear rules on the implementation of these obligations into domestic law?" 62 The Commission rightly focused on the interconnectedness of the domestic rule of law and a commitment to international law.
International law becomes infused into national systems as it is plead and used as a tool by litigants in national courts. 63 Sometimes this happens through directly binding international commitments and sometimes through adopting or adapting international norms into domestic practice. 64 As people, goods, ideas, art, pollution, violence, and investments flow across borders (either physically or electronically), courts around the world are key players in what Anne-Marie Slaughter, an international law scholar, called "judicial globalization." 65 Every day, national courts are dealing with international law issues, and most of these cases are resolved without controversy. Where there is controversy, it is often dissatisfaction with the outcome, rather than the method. 66 And, as we know, the rule of law
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does not countenance the "pick what you like" principle. 67 At the end of the Second World War, Justice Jackson, the U.S. Supreme Court justice who served as the prosecutor at Nuremberg, presciently observed that: "It would be futile to think, as extreme nationalists do, that we can have an international law that is always working on our side. . . . We cannot successfully cooperate with the rest of the world in establishing a reign of law unless we are prepared to have that law sometimes operate against what would be our national advantage." 68 Courts routinely adjudicate individual rights arising under treaties, such as the approximately 3,000 immigration cases filed in my court each year-many of which require application of international law, such as the Convention Against Torture-or in entirely different areas, such as disputes over international child custody under the Hague Convention, or intellectual property rights under laws spawned by the Trade-Related Aspects of Intellectual Property Rights agreement ("TRIPS"). 69 We hear transnational commercial disputes requiring the application of international and foreign laws, enforcement of foreign arbitral awards, the extraterritorial application of antitrust and intellectual property statutes, questions of https://dash.harvard.edu/bitstream/handle/1/10511098/Controversial%20Status%2 0HILJ.pdf?sequence=1 (explaining that a concern about consulting foreign sources may be that judges are accordingly permitted to impose international legal perspectives onto U.S. constitutional interpretations).
67. See What Is the Rule of Law, ABA DIVISION FOR PUBLIC EDUCATION 5, https://www.americanbar.org/content/dam/aba/Migrated/publiced/features/Part1Da ilogueROL.authcheckdam.pdf (discussing the meaning of judicial independence by stating that judges must be independent from political pressures and influences, which ensure fair and impartial decision making).
68 Judges and lawyers also engage with international law beyond the bench and the courtroom through legal diplomacy and grass-roots engagement around the world. 77 As Chair of the American Bar Association (ABA) Rule of Law Initiative Board (ROLI) and a member of the managerial board of the International Association of Women Judges (IAWJ), I have had the good fortune to see first-hand how education and capacity-building projects enhance rights protection at the local level, which, in turn, enables countries to engage credibly and effectively at the international level.
78 Global commitments mean little if citizens are unable to access justice at home or are unaware of their rights at all.
Key to these efforts is partnerships with local players to develop sustainable programs that live beyond the individual project. 79 Importantly, the perspective of these project implementers is global, not U.S. centric, and they incorporate local customs and practices. 80 Some of the programs focus on institution and capacity building. Emblematic is the ABA's long-standing work in Mexico, Panama, Ecuador, and Peru to strengthen bar associations and train judges and prosecutors in the transition to an oral adversarial system where precepts like "presumed innocent" will become a reality. 82 Similarly, in Armenia, the ABA's efforts have led to the first unified national bar and the first federal public defender office in the former Soviet Union. 83 The word "training" often conjures up images of endless conferences and thick manuals stuck on a shelf somewhere. It is not always so. As a result of IAWJ training seminars in Malawi, magistrates have given life to provisions in international treaties. 84 Just this year, in early 2016, a magistrate invoked the Convention on the Rights of a Child to support a conviction for sexual abuse of a minor. 85 The magistrate wrote that "[s]exual exploitation has become common in our society even internationally and . .
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CHALLENGES AND NEW FRONTIERS 779 shame to [the] Malawian nation to have people who are defiling young girls instead of contributing to the development of the nation. 86 " In a civil case involving domestic violence, a magistrate from Malawi relied on the Universal Declaration of Human rights and the African Charter on Human and People's Rights to grant the petitioner a protection order against her abusive husband. 87 With training and support from the ABA, a judge in Port-auPrince conducted one of the first successful high-profile government corruption trials in Haitian history. 88 Holding government officials accountable is one of the cornerstones of an independent, effective national legal system. 89 Through her work as former Executive Secretary of UN Women, President Bachelet is all too familiar with gender discrimination and gender violence, which remain a scourge worldwide. 90 The ABA has worked in the Democratic Republic of the Congo (DRC) to facilitate mobile courts that can respond quickly and effectively to gender violence and to implement technology that provides early alerts of outbreaks of violence. 91 For example, the ABA is currently a partner in a project with local organizations in the DRC to help children obtain birth certificates. 92 This seemingly small, local action allows AM. U. INT'L L. REV.
[32:3 children to access basic services, like healthcare and education, and provides a bulwark against the worst forms of exploitations, such as trafficking and forced labor. 93 Other programs address crisis situations, such as the ABA's program to train Turkish lawyers to assist Syrian refugees in understanding their legal rights. 94 Apropos of my comments on the impact of the Internet, the ABA is working with lawyers in Southeast Asia on strategies to challenge Internet restrictions and advocate for Internet freedom, online expression and privacy. 95 Yet other programs are totally grass roots, giving a voice to suffering individuals. 96 In Moldova, the ABA partnered with a local organization to provide a young victim of homophobic violence with a safe place to stay and access to legal representation so that he could pursue justice against his attackers.
97
IV. CONCLUSION
These examples bring international law home. Given the dysfunction of the international order and the "stubborn" statecenteredness referenced by President Bachelet, we need to work at both the local and national levels, in a bottom-up approach to the global rule of law-educating citizens and working with lawyers, judges, and citizens who are invested in building institutions and a culture of lawfulness that will shape global politics. Globalization underscores the importance of international law and the need to strengthen international cooperation, not abdication. 98 Sticking our
